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Description

The entropy source used within the DocuSign QSCD Appliance (used in conjunction with a HMAC_DRBG) is the
high-quality, hardware-based chip (Quantis IDQ6MC1). It is physical noise source (P) that meets the
requirements of NIST SP 800-90B (Recommendation for the Entropy Sources Used for Random Bit Generation).
The chip generates a seed that is input into the QSCD Appliance approved HMAC_DRBG.

IDQ’s patented quantum random number generator (QRNG) chip exploits the fact the number of photons
emitted by a common light source fluctuates randomly. These fluctuations, also called “quantum shot noise”,
are purely of a quantum origin, and are therefore fundamentally random as per the laws of physics.

The structure of IDQ6MC1 QRNG is based on a light emitting diode (LED) and a CMOS image sensor (CIS) pixel
array that are respectively integrated inside a QRNG chip as a light source and a multipixel photon detector. All
pixel outputs are digitized by a single analog-digital converter (ADC). Based on these ADC output values, the
number of detected photons per pixel, as well as their fluctuations, can be measured. Essentially, the quantum
shot noise is directly converted into numbers at the output of the ADC. The passage from quantum
randomness to an actual random number is straight forward and by no means affected by other unaccounted
(and possibly contriving) physical processes that could increase predictability and thwart security.
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Figure 1 - Structure of IDQ6MC1 QRNG chip

The entropy source is based on physical properties of quantum shot noise of a light source. The non-IID
entropy estimation track is chosen.

The entropy source was tested on DocuSign QDCD Appliance firmware version 1.1.0.9 and hardware version
2.0.0.0.



Security Boundary

The security boundary of the entropy source is defined by the physical boundary of the IDQ6MC1 chip (shown
in Figure 1 above), located on the QSCD tamper board. The IDQ6MC1 chip is covered by a metal shield, which
makes it possible to neutralize signal injection attacks and block the leakage of side information.

The 10 pins of the chip and the physical lines between the chip and QSCD host processor are securely placed in
the QSCD tamper board and the interfaces between the chip and the QSCD host device are all physically
protected by the QSCD appliance’s tamper protection mechanism.

The basic operations of it such as power-up, data extraction and statistical testing are managed by QSCD’s host
driver.
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Figure 2 — Cryptographic Boundary of QSCD

Operating Conditions

The IDQ6MC1 has passed the AEC-Q100 test and the normal operation with high entropy will be guaranteed
by the manufacturer to be —20°C to 85°C. When operating inside the QSCD Appliance, this range is further
reduced to +5°C to +45°C (test results are provided for this temperature range).

The operating voltage of the chip inside QSCD Appliance is +2.8v DC +4%. The external power grid voltage
(220vAC 60Hz or 110vAC 50Hz) is converted by the power supplies to +5v DC. The +5v DC voltage is supplied to
the QSCD motherboard, tamper device and all other components. Inside the tamper device there is another
DC converter from +5v to +2.8v and this voltage is supplied to the IDQ6MC1 chip. The +2.8v converter will shut
down if it is unable to supply the required +2.8v, thereby guaranteeing a stable +2.8v DC to the IDQ6MC1 chip.

In addition, the chip includes two internal LDOs (Low-Dropout Regulators) that are used for 1.5v and 1.8v
power supply respectively and OVD (Over Voltage Detection) and UVD (Under Voltage Detection) functions are
built-in to detect the abnormal voltage input.
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Environmental and operating condition’s fluctuations (e.g. temperature, voltage or current), can affect the
optical power, the LED’s brightness, pixel’s sensitivity and the ADC output values. Fortunately, the
auto-calibration of the chip internal power keeps the entropy maximal even in their presence. A health check
function inside IDQ QRNG chips is always monitoring the brightness level. If it is too high or too low beyond the
max and min thresholds, then the auto-calibration will start to re-calibrate for setting the brightness level
again into the normal range.

Configuration Settings

IDQ6MC1 supports two serial interfaces SPI and 12C. This is selected by a hardwired pin configuration. In the
QSCD appliance, the SPI interface is used and the IDQ6MCL1 chip is operated in the sample mode. This means
that the quantum entropy (sample noise) interface of IDQ6MCL1 is used without the conditioning function of
the chip. The entropy is not mixed by the chip internal hash-based DRBG and instead, the QSCD appliance
operates its own health test functions and DRBG mechanism. According to the definitions in the NIST
SP800-90B, IDQ6MC1 plays a role of a noise source, not of an entropy source, since IDQ6MC1 provides only
raw entropy bits and the health tests are done in a QSCD’s host driver.

Upon power-up, a special initialization sequence of commands is sent by the host driver to the IDQ6MC1 chip
and prepares it to production of raw entropy data. Also, an internal auto calibration function is activated inside
the chip hardware. It controls the optical power supplied by the LED as well as the exposure time of the CIS to
keep the entropy maximal in all operating conditions.

Physical Security Mechanisms

The physical security mechanisms of the IDQ chip include a metal shield, which makes it possible to neutralize
signal injection attacks and block the leakage of side information .

In addition, the chip is located within the tamper-proof and tamper-evident QSCD Appliance. The appliance is
encased within a steel box rigged with tamper-responsive micro-switches, and a tamper-evident can that
covers a screw joining the top and bottom of the enclosure. Intrusion attempts cause power to be instantly cut
off, preventing access to any useful information by zeroizing all plaintext Critical Security Parameters (CSPs). All
vents on the module are baffled to meet FIPS 140-2 physical security requirements for opacity and probing.

Conceptual Interfaces

The QSCD appliance firmware supports the GetNoise interface. The API of the IDQ6MC1 is used to read raw
random data through its SPI interface.

Figure 4 (below) shows the basic step of data extraction. The two-bit samples of raw entropy that are
produced by the ADC in each frame, fill bytes in a FIFO register. This register can be accessed by the chip
external interface.

The output data packets are treated in the unit of byte, that is, the output space of the noise source is a
sequence of bytes (8 bits) with values 0 ~ 255.
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Figure 4 — Noise data access flow

The host driver first checks the FIFO ready register status. If it indicates that the FIFO contains newly generated
raw entropy data, it issues a read command to get complete bytes of random data. Each call to get random
command collects 16 bytes of raw random data. The code checks that the format of the output data is correct
to verify it is a valid data frame and only then, it is checked by the RCT and APT.



If there are no errors in the read operation, raw random data is returned. In case of error, several attempts to
read data from the chip are performed and if they all fail, a critical DRNG error is reported, the QSCD services
are stopped, and the appliance enters error state.

Data collection does not interfere with the noise source as these are two separate and independent processes
that are handled by the chip hardware. The first process is the filling of the FIFO register with entropy data
from the noise source. The second process is reading information from the FIFO by calling the external chip
API.

Min-Entropy Rate

The min-entropy rate at the output of source (as defined by H in section 3.1.4.2 of 90B when there is no
conditioning function) for a 2-bit output is H = min (Hr, He, Hi) = min (1.900508, 1.909254, 1.767981) =
1.767981.

Based on the physical model and statistical analysis, the submitter’s entropy is set by

Hsubmitter = 1.96 (= 0.98 x 2). However, the non-IID test and the restart test will give lower scores, as seen
above.

Health Tests

The NRBG component passes these types of health tests:

e  Power-up self-tests
e  Continuous self-tests
e On-demand self-tests

Power-up Self Tests

Upon power-up, the QSCD services are started and the power-up self -tests are performed by the QSCD
firmware. First the QSCD tests the communication with the tamper device. Failure to communicate with the
tamper board will result in tamper hardware error and the appliance will enter error state.

Then, the NDRBG is initialized by sending the IDQ6MC1 chip a sequence of initialization commands. The
IDQ6MC1 starts the automatic calibration on the analogue components of the chip. It checks the status of LED
and CIS and maintains the ADC outputs in the middle of the output range by adjusting LED brightness and CIS
exposure time. If the chip fails to adjust the analogue components and does not work properly, then it goes
into total failure state and the QSCD appliance enters error state.

And finally, a power-up self-test is performed by the QSCD firmware. The code reads approximately 4000 bytes
from the chip and runs the continuous health tests as required by NIST SP 800 90B, section 4.3.4. These
random bytes are discarded and only then, random data can be collected from the NRBG.

If any of the power-up self-tests fail, the appliance enters error state, and a corresponding error is displayed.
The appliance does not start and no cryptographic services are available.

Continuous Tests

The QSCD device supports 2048, 3072 and 4096-bit RSA keys. According to Table 2 in NIST SP 800-57 Part 1 Rev
4 (Recommendation for Key Management, Part 1: General), when supporting 4096-bit RSA keys, then a
minimum entropy of 192 bits is required (256 x 1.5/2 bits = 192 bits). Therefore, the minimum entropy
received from NRBG should be at least H = 1.5.

The output from the hardware-based entropy source (IDQ6MC1 chip) is constantly tested by the following
tests:

¢ Repetition Count Test as defined in NIST SP 800-90B, section 4.4.1, with the following values:
H=60=23Cc=21

e Adaptive Proportion Test as defined in NIST SP 800-90B, section 4.4.2, with the following values:
W=512,H=15,0= 230 and C = 248. The cutoff value C meets the requirement C <=W.



If the continuous random tests fail, the appliance enters error state, and a corresponding error is displayed.
The appliance stops processing any requests, all services are stopped and the appliance reboots.

On-Demand Self Tests

It is possible to perform on-demand self-tests by restarting the appliance. The samples collected during
on-demand health-tests are discarded.

Error Handling

In case there was failure to communicate with the tamper board and get a new random seed, failure to
communicate with the IDQ chip or failure in any of the continuous random tests (RCT and APT) the appliance
enters error state, displays a corresponding error and stops processing any requests. All services are stopped
and the appliance reboots.

In addition, inside the IDQ6MC1 chip there are two LEDs. One is standby and IDQ6MC1 immediately switches
to it if the active one is damaged during operation. Therefore, the IDQ6MC1 can continue to work even when
one LED does not work, and it hardly goes into the total failure.

Required Testing

The tests below show the results of running the NIST entropy assessment on non-IID data sources
(https://github.com/usnistgov/SP800-90B EntropyAssessment).

Statistical testing was performed across the expected operational temperature range of the device to
demonstrate the noise source’s performance does not degrade. The physical construction of the noise source
does not allow for any other testing methodology to be done.

Raw Data Collection

The testing in the following section has been performed in accordance with Section 3.1 and 3.2 of NIST SP
800-90B. All samples have been obtained directly from the noise source and are considered “raw data”.
Samples were collected by running a special application on the appliance that communicates directly with the
physical entropy source (IDQ6MC1 chip) and saves the data for analysis.

Once the required number of samples was collected, non-restart and restart testing files were used as input
into the NIST entropy assessment tool.

Test Results for NRBG

Follows the report of the NIST entropy assessment test on 4,000,000 2-bit samples of data produced by the
NRBG chip. The summary table includes random data collected in different temperatures in the QSCD

Appliance operating environment of +5°C to +45°C.

Parameter +5°C +10°C +15°C +20°C +30°C +40°C +45°C
Horiginal 1.863900 | 1.855005 | 1.859391 | 1.855005 | 1.859391 | 1.860599 | 1.783059
Hbitstring 0.904055 | 0.912580 | 0.883990 | 0.897231 | 0.901582 | 0.902465 | 0.930556
min(Horiginal, 2 X Hbitstring) | 1.808110 | 1.825160 | 1.767981 | 1.794461 | 1.803164 | 1.804929 | 1.783059

The results show that the entropy data produced by the chip are always in the required range and that the

Table 1 — Summary of non-1ID random tests

entropy quality produced by the chip is not affected by the change in working environment.
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https://github.com/usnistgov/SP800-90B_EntropyAssessment

Snip of raw data tests for +15°C:

~/nistl15/SP800-90B_EntropyAssessment/cpp$ ./ea non_iid -v random normal 15.bin 2
Opening file: random normal 15.bin'
Loaded 4000000 samples of 4 distinct 2-bit-wide symbols

Number of Binary Symbols: 8000000

Running non-IID tests...

Running Most Common Value Estimate...

Bitstring MCV Estimate: mode = 4002925, p-hat = 0.50036562500000004,
p u = 0.50082097149864579
Most Common Value Estimate (bit string) = 0.997633 / 1 bit(s)

Literal MCV Estimate: mode = 1003512, p-hat = 0.25087799999999999,
p u = 0.25143633480755312
Most Common Value Estimate = 1.991735 / 2 bit(s)

Running Entropic Statistic Estimates (bit strings only)...

Bitstring Collision Estimate: X-bar = 2.4990270972699684,
sigma-hat = 0.49999913155386871, p = 0.52909233268708022
Collision Test Estimate (bit string) = 0.918409 / 1 bit(s)

Bitstring Markov Estimate:

P 0 = 0.50036562500000004, P 1 = 0.4996343749999999%¢,

P 0,0 = 0.50096716775857653, P_0,1 = 0.49903283224142347,
P 1,0 = 0.49976332687360803, P 1,1 = 0.50023667312639197,
p max = 3.7589280341996507e-39

Markov Test Estimate (bit string) = 0.997226 / 1 bit(s)

Bitstring Compression Estimate: X-bar = 5.2164601878947847,
sigma-hat = 1.0156188058448719, p = 0.025313620566867812
Compression Test Estimate (bit string) = 0.883990 / 1 bit(s)

Running Tuple Estimates...

Bitstring t-Tuple Estimate: t = 19, p-hat max = 0.52669947647226389,
p u = 0.52715417343055759

Bitstring LRS Estimate: u = 20, v = 42, p-hat = 0.5005386312370137,
p u = 0.50099397759318876
T-Tuple Test Estimate (bit string) = 0.923703 / 1 bit(s)

Literal t-Tuple Estimate: t = 9, p-hat max = 0.27501752879016811,
p u = 0.27559261251761152

Literal LRS Estimate: u = 10, v = 21, p-hat = 0.25125402785577161,
p u = 0.25181264068308901
T-Tuple Test Estimate = 1.859391 / 2 bit(s)
LRS Test Estimate (bit string) = 0.997135 / 1 bit(s)
LRS Test Estimate = 1.989577 / 2 bit(s)

Running Predictor Estimates...
Bitstring MultiMCW Prediction Estimate: N = 7999937,
Pglobal' = 0.50015878349778242 (C = 3997596)
Plocal can't affect result (r = 23)
Multi Most Common in Window (MultiMCW) Prediction Test Estimate
(bit string) = 0.999542 / 1 bit(s)

Literal MultiMCW Prediction Estimate: N = 3999937,
Pglobal' = 0.25086460806011607 (C = 1001211)
Plocal can't affect result (r = 11)
Multi Most Common in Window (MultiMCW) Prediction Test Estimate
= 1.995019 / 2 bit(s)

Bitstring Lag Prediction Estimate: N = 7999999,
Pglobal' = 0.50052415915313719 (C = 4000550)
Plocal can't affect result (r = 22)
Lag Prediction Test Estimate (bit string) = 0.998488 / 1 bit(s)
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Literal Lag Prediction Estimate: N = 3999999,
Pglobal' = 0.25034909091472063 (C = 999166)
Plocal can't affect result (r = 11)
Lag Prediction Test Estimate = 1.997987 / 2 bit(s)

Bitstring MultiMMC Prediction Estimate: N = 7999998,
Pglobal' = 0.50087084662395975 (C = 4003323)
Plocal can't affect result (r = 22)
Multi Markov Model with Counting (MultiMMC) Prediction Test Estimate
(bit string) = 0.997489 / 1 bit(s)

Literal MultiMMC Prediction Estimate: N = 3999998,
Pglobal' = 0.25085227747865557 (C = 1001177)
Plocal can't affect result (r = 11)
Multi Markov Model with Counting (MultiMMC) Prediction Test Estimate
= 1.995090 / 2 bit(s)

Bitstring LZ78Y Prediction Estimate: N = 7999983,
Pglobal' = 0.50080666023833731 (C = 4002802)
Plocal can't affect result (r = 22)
LZ78Y Prediction Test Estimate (bit string) = 0.997674 / 1 bit(s)

Literal LZ78Y Prediction Estimate: N = 3999983,
Pglobal' = 0.25100408034379112 (C = 1001780)
Plocal can't affect result (r = 11)
LZ78Y Prediction Test Estimate = 1.994217 / 2 bit(s)

H original: 1.859391
H bitstring: 0.883990
min(H_original, 2 X H bitstring): 1.767981

Restart Test Results

The restart process that simulates the real-world process is composed from two steps. In the first step, a
special initialization sequence of commands is sent to the IDQ6MC1 chip and prepares it to production of raw
entropy data. When the chip initialization is finished, the noise source is ready, and the second step of
power-up tests is performed. In this step, approximately 4000 bytes of raw entropy data are collected and
discarded. Only then, 1000 2-bit samples of raw entropy data are collected for the restart test.

Follows the report of the NIST entropy assessment test on 1,000,000 2-bit samples of data collected after
performing 1000 restarts. The summary table includes restart data collected in different temperatures in the

QSCD Appliance operating environment of +5°Cto +45°C.

Parameter +5°C +10°C +15°C +20°C +30°C +40°C +45°C
Hr 1.864638 | 1.911500 | 1.900508 | 1.839232 | 1.839232 | 1.839232 | 1.892119
Hc 1.829510 | 1.907032 | 1.909254 | 1.902660 | 1.904835 | 1.839232 | 1.902660
Hi 1.808110 | 1.825160 | 1.767981 | 1.794461 | 1.803164 | 1.804929 | 1.783059
min(Hr, He, Hi) 1.808110 | 1.825160 | 1.767981 | 1.794461 | 1.803164 | 1.804929 | 1.783059

Table 2 — Summary of non-IID restart tests

The results show that the restart data produced by the chip is always in the required range and that the

entropy quality produced by the chip is not affected by the change in working environment.
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Snip of restart data tests for +15°C:

~/nistl115/SP800-90B_EntropyAssessment/cpp$ ./ea_restart -n -v
random_restart_15.bin 2 1.767981

Opening file: random restart 15.bin'
Loaded 1000000 samples made up of 4 distinct 2-bit-wide symbols.

H I: 1.767981
ALPHA: 5.0251553006530614e-06, X cutoff: 361
X max: 299

Restart Sanity Check Passed...
Running non-IID tests...

Running Most Common Value Estimate...
Literal MCV Estimate: mode = 251213, p-hat
p u = 0.25233016545916775
Most Common Value Estimate (Rows) = 1.986615 / 2 bit(s)

0.25121300000000002,

Literal MCV Estimate: mode = 251213, p-hat
p u = 0.25233016545916775
Most Common Value Estimate (Cols) = 1.986615 / 2 bit(s)

0.25121300000000002,

Running Tuple Estimates...

Literal t-Tuple Estimate: t = 7, p-hat max
p u = 0.2678490236118235

Literal LRS Estimate: u = 8, v = 18, p-hat
p u = 0.25112821983052819

Literal t-Tuple Estimate: t = 7, p-hat max = 0.26509322787647183,
p u = 0.26623015528943267

Literal LRS Estimate: u = 8, v = 18, p-hat
p_u = 0.25507490834617652
T-Tuple Test Estimate (Rows) = 1.900508 / 2 bit(s)
T-Tuple Test Estimate (Cols) = 1.909254 / 2 bit(s)
LRS Test Estimate (Rows) = 1.993504 / 2 bit(s)
LRS Test Estimate (Cols) = 1.971007 / 2 bit(s)

0.26670988972723642,

0.2500128333819075,

0.2539537228465002,

Running Predictor Estimates...
Literal MultiMCW Prediction Estimate: N = 999937,
Pglobal' = 0.25123633964081726 (C = 250105)
Plocal can't affect result (r = 10)
Multi Most Common in Window (MultiMCW) Prediction Test Estimate (Rows)
= 1.992883 / 2 bit(s)

Literal MultiMCW Prediction Estimate: N = 999937,
Pglobal' = 0.25081468666420587 (C = 249684)
Plocal can't affect result (r = 11)
Multi Most Common in Window (MultiMCW) Prediction Test Estimate (Cols)
= 1.995306 / 2 bit(s)

Literal Lag Prediction Estimate: N = 999999,
Pglobal' = 0.25127485481043449 (C = 250159)
Plocal can't affect result (r = 9)
Lag Prediction Test Estimate (Rows) = 1.992662 / 2 bit(s)

Literal Lag Prediction Estimate: N = 999999,
Pglobal' = 0.25140004061052224 (C = 250284)
Plocal can't affect result (r = 11)
Lag Prediction Test Estimate (Cols) = 1.991943 / 2 bit(s)

Literal MultiMMC Prediction Estimate: N = 999998,
Pglobal' = 0.25115292431735592 (C = 250037)
Plocal can't affect result (r = 11)
Multi Markov Model with Counting (MultiMMC) Prediction Test Estimate
(Rows) = 1.993362 / 2 bit(s)

Literal MultiMMC Prediction Estimate: N = 999998,
Pglobal' = 0.25159758459155107 (C = 250481)
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Plocal can't affect result (r = 11)
Multi Markov Model with Counting (MultiMMC) Prediction Test Estimate
(Cols) = 1.990810 / 2 bit(s)

Literal LZ78Y Prediction Estimate: N = 999983,
Pglobal' = 0.25137401503865203 (C = 250254)
Plocal can't affect result (r = 10)
LZ78Y Prediction Test Estimate (Rows) = 1.992093 / 2 bit(s)

Literal LZ78Y Prediction Estimate: N = 999983,
Pglobal' = 0.25190581156260633 (C = 250785)
Plocal can't affect result (r = 11)
LZ78Y Prediction Test Estimate (Cols) = 1.989044 / 2 bit(s)

H_r: 1.900508
H_c: 1.909254
H I: 1.767981

Validation Test Passed...

min(H r, H c, H_I): 1.767981
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